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from time to time, user 
provides public key certificate 
update subscription information 
to a server, subscription 
identifies at least one 
subscriber subject and its 
public key 
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server monitors the 
public key certificate of 
the at least one 
subscriber subject 
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server provides an 

indication of the 
change to the user 
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user receives the 
indication of the 
change 



Figure 3 



82 



user determines newly 
updated public key 
certifcates based on 
the indication 
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user provides a local 
(user) replica of public 




server compares the 
local replica with its 
replica of public key 
certificates (curernt 

public key certificates) 


key certificates to the 
server 
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yes 



Figure 4 
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server provides user 
with an indication of the 
difference between the 
local replica and the 
current public key 
certificates 
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user updates its repiica 
based on the indication 



